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Figure 5.

FTP prevention server functions the same way as well. It integrates with FTP proxy
servers to enable blocking. There is currently no DLP vendor that can block P2P or IM
activity. P2P and IM are growing concerns to large organizations. While there is a challenge
in blocking sensitive content alone without disrupting the session, | would like to see this

being incorporated into DLP, as it matures over the next year or so.

7.  Proof of Concept

Since the technology is still in its early stages, it has been a common trend amongst
vendors to demonstrate their solution with a free trail offer. AlImost all vendors make this offer
to crawl their way into winning customer’s business. Some vendors are even willing to take up
the challenge for a head to head comparison with their competitors. This is certainly a great
offer for serious customers. Vendors usually ship out one test device for proof of concept. |
fully recommend making use of this free offer and perform a conclusive test. Everything that
was outlined in the scope of the project should be thoroughly tested. Often times, if the test
was not conclusive, only after the DLP has been fully implemented, will we become aware of
any shortfall of the product. For example, if the data discovery feature was run on a windows

based machine, we will not be fully aware of its requirements for another operating platform.

26

© SANS Institute 2008, As part of the Information Security Reading Room Author retains full rights.


lhaney
Rectangle


Data Loss Prevention

This was the case with IBM AIX machines with a particular vendor. Secondly, the bandwidth
consumption should be factored into the equation in the case of data at rest. This number gets
even higher once multiple such appliances are sitting on the network performing discovery
scanning. This can cause latency/disruption to day to day activities. Third, if the test included a
handful of servers, we will not be fully aware of the performance hit that centralized
management console might endure, once it goes into production. Finally, there is no harm in
testing the technology by placing sensitive data in random test machines. This will speak for
the quality of the policy. Overall, the trial offer should be treated as though it was in production.
This will not only assist in understanding the product better, but discover any shortcomings as

well.

Before contacting a vendor, a clear definition of the need for DLP should be in place.
Vendors will try and force their way in with their entire suite of DLP solution. | highly
recommend taking a phased approach. Most organizations start out with data in motion and
move slowly into other solutions, as they understand the technology better. Needless to say,
preventive mode should be out of the equation at this stage, for it can disrupt the business.
Finally, though it demands much resource and time, | highly recommend that this free offer be

made use of with as many vendors as possible before making a final decision.

8. Alternative to vendor solutions
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Everything we have talked about so far focuses on a vendor solution, which comes
with a heavy price tag. Over the years as we have seen alternative free solutions to each and
every new technology, that has gone far and beyond what commercial solutions can offer.
Such free solutions grow and mature overtime with the contribution by users themselves. A

few examples to quote are Snort for IDS and ipchains for firewalls, etc.

Similarly, we can utilize existing free resources to duplicate some of DLP’s functionality.
For example the primary goal of data discovery feature of DLP is identifying sensitive
contents residing on non-secure servers. In essence we are concerned about data leakage
occurring via such non-secure servers, such as webservers. This type of data leak can be
identified using google alerts as well. Google alert is an automated search solution, which can
be setup to automatically notify the concerned parties of interesting data as they appear.” It
will bring to light any sensitive data that is exposed to the internet. While the basic notification
is free, Google does expand this offering from a free trial to platinum service. The fee ranges

from $4.95 to $39.95 for this service.

These services have the capability to configure a few items per your preference. Some
key configurable items to note are search category, choice of country/language, frequency of
notification, filters for certain matches, etc. This includes technical support as well. This very
google alert solution can be used to identify any data being posted on forums, blogs, etc. This
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is what data in motion of the DLP solution accomplishes. For now, this can only function as a
detective mechanism. DLP goes a step further and has the capability to block such content

before it can be exposed on the internet.

Those who have already invested in content aware technology such as secure email
products and websense, might want to consider expanding on them. This in combination with
google alerts might accomplish much of what is in scope. This does not guarantee a full
fledged DLP solution yet. Since DLP is a fairly new technology, such full fledged open source
solutions have not made their way. Perhaps the need for an organization to deploy DLP
resides well within what can be accomplished with the tools above. Hence, such huge

investment on DLP will be overkill.

One key area, where not much of this can be duplicated today is the overall workflow
feature built in a commercial DLP. For large organizations, bits and pieces of DLP like
functionality will add a lot of overhead. To avoid duplicate efforts on remediation, all violations
reported by secure email products and websense will need to be congregated with google
alerts. Myriads of actions might be needed in remediation efforts alone. This will require a lot
of documentation. Hence tracking each remediation effort can get very troublesome. With a

commercial DLP, much of this can be accomplished with relative ease.
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9. Glossary

Bit torrent - BitTorrent is an open protocol for sharing large files and filesets.

Data Loss Prevention (DLP) — A security countermeasure used to inspect data on networks

for sensitive information. It is capable of running in both monitoring and preventive mode.

Graham Leach Bliley Act (GLBA) - The Gramm-Leach-Bliley Act (GLBA), which is also known
as the Financial Services Modernization Act of 1999, provides limited privacy protections
against the sale of your private financial information. Additionally, the GLBA codifies
protections against pretexting, the practice of obtaining personal information through false

pretenses.

Health Information Portability and Accountability Act (HIPAA) - HIPAA, the Health Insurance
Portability and Accountability Act, was enacted by the U.S. Congress in 1996, and became
effective July 1, 1997. This act is a grouping of regulations that work to combat waste, fraud,

and abuse in health care delivery and health insurance.

Lightweight Directory Access Protocol (LDAP) - is an internet protocol used to lookup

information.

Personally Identifiable Information (PIl) - In information security and privacy, Pll is any piece
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of information which can potentially be used to uniquely identify, contact, or locate a single

person.

Point to point (P2P) - is a network of users of sharing files amongst them.

Protected Health Information (PHI) - Under the US Health Insurance Portability and
Accountability Act (HIPAA), is any information about health status, provision of health care, or
payment for health care that can be linked to an individual. This is interpreted rather broadly

and includes any part of a patient’s medical record or payment history.

Sarbanes Oxley (SOX) - Sarbanes-Oxley Act (SOX), which targets to prevent misconduct and
improve corporate governance practices. It applies to all companies, whose shares are listed
on the stock exchanges under the jurisdiction of the U.S. Securities and Exchange

Commission (SEC).

Security Information and Event Management (SIEM) — A tool used to manage logs from

multiple security devices and to respond to incidents.

Simple Mail Transfer Protocol (SMTP) - Is the de facto standard for email transmissions
across the Internet. It is a relatively simple, text-based protocol, in which one or more

recipients of a message are specified (and in most cases verified to exist) along with the

31

© SANS Institute 2008, As part of the Information Security Reading Room Author retains full rights.


lhaney
Rectangle


Data Loss Prevention

message text and possibly other encoded objects.

Technology Steering Board (TSB) - is responsible for approving all technical standards and

exceptions for an organization.
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